
Keeping the Promises Associated with Your Digital Assets: Is it 
Possible? 
Marie E. Gallagher; Lister Hill National Center for Biomedical Communications, National Library of Medicine; Bethesda, Maryland, USA 

Abstract 
The Profiles in Science® Web site [1] features digital 

reproductions of historical papers, photographs, audios and videos 
selected from the archival collections of the National Library of 
Medicine as well as collaborating institutions.  The Web site's 
digital items are derivatives of high quality digital masters 
residing in a repository designed for long term survival.  The need 
for significant infrastructure to guarantee the persistence of these 
digital files was expected, and our desire to ensure their 
persistence influenced our choices and system design decisions 
from the start.  Choosing file formats carefully, making certain 
that our digital assets were not lost due to media degradation or 
obsolescence, and planning for maximum flexibility in order to 
take advantage of rapidly changing technology were among the 
strategies we employed from the beginning [2]. 

However, the items selected for Profiles in Science include 
both public domain materials and materials restricted for 
copyright or other reasons. The need for additional infrastructure 
to keep copyright and restriction-related promises associated with 
individual digital assets became apparent.  Situations that called 
for sharing items from our repository required different strategies 
for different cases depending on the recipients and their intended 
use of the items.  In all cases, we decided to prominently associate 
the property rights information with the digital artifacts in order to 
protect all stakeholders.  Rights information embedded in digital 
items can be overlooked or ignored.  Rights information stored 
separately from digital items can be forgotten or lost.  In this 
paper we share our experiences and examine linking property 
rights information with digital items. 

Background 
The title of this paper suggests two challenges: 1) living up to 

the implicit and explicit promises underlying our digital assets, and 
2) keeping those promises from becoming separated from our
digital assets.  The former depends on the latter.  Should the
promises become separated from our digital assets, the promises
would become lost, forgotten or ignored in the future.  In order to
live up to the promises, we need to take steps to ensure that these
promises are not lost because of our actions or inactions.

Library and archives patrons expect that paper-based 
materials will not substantively change or disappear, and they may 
expect the same for digital materials.  Implicit promises are made 
whenever digital information is made available for the long term 
[3].  Long term availability requires ensuring the integrity and 
persistence of digital items.  Methods for keeping these types of 
promises have been and continue to be actively discussed, 
developed and implemented by the digital preservation and library 
science communities and others [4, 5, 6, 7, 8, 9]. 

Individuals or institutions who grant permission to post items 
on Profiles in Science expect us to respect copyright laws.  Our 
project's copyright researcher determines whether items are subject 
to copyright, identifies copyright holders, requests permission to 
digitize and post their materials on Profiles in Science, and obtains 
written permission from the copyright holder.  At the conclusion 
of copyright research, each item is assigned to one of the seven 
categories listed in Table 1.  Only items in the top four categories 
are posted on Profiles in Science [10].  The copyright status of the 
Profiles in Science items is displayed in the metadata record 
associated with each digital item.  Respecting copyright laws, rules 
and agreements associated with the Profiles in Science digital 
items is one of the explicit promises we make. 

Table 1:  Profiles in Science rights categories and the number of 
items assigned to each category as of December 2006 

Public domain 10,339 
Permission granted unconditionally 10,820 
Permission granted: conditions acceptable 1,553 
Rights owner indeterminable: post with 
disclaimer 

2,114 

Rights owner indeterminable: do not post 79 
Permission granted: conditions unacceptable 221 
Permission denied 282 

In the footer of each page of the Profiles in Science Web site 
is a link to the National Library of Medicine notice [11] alerting 
the public that they may encounter items protected by copyright 
laws and that they must request permission from the copyright 
owner to transmit or reproduce these items beyond "fair use."  The 
Profiles in Science site also displays specific copyright information 
in the rights section of each metadata page associated with each 
item subject to copyright.  Based on the requests for information 
that we receive about contacting copyright owners to republish 
items, these notices and the rights metadata are being seen and are 
working as intended.  The strategy we are using on the Web site 
has been effective in helping us keep our promises to respect 
copyright and in helping others to do the same. 

Our project has been asked to make copies of the Profiles in 
Science digital repository to share with collaborating researchers 
and institutions on several occasions.  Aside from the copyright 
issues, providing a copy of all of the digital files would be 
technically easy.  This could also put us and our collaborators at 
risk.  We could violate copyright by retransmitting protected items 
beyond the uses allowed by the previously obtained copyright 
agreements.  Or, our collaborators could unwittingly violate 
copyright because the copyright issues that are visible on the 
Profiles in Science Web site would not be obvious to a 
collaborator examining a disk full of files. 
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The role of metadata 
We record descriptive, administrative and technical metadata 

for all of the Profiles in Science digital items.  We store these 
metadata in a database, and link the metadata to their 
corresponding digital items through a unique identifier.  We use 
the metadata for a variety of purposes, including generating the 
Web pages seen on Profiles in Science [12].  Rights-related 
metadata are part of these administrative metadata.  The promises 
we make regarding copyright are recorded in the metadata records, 
rather than embedded in the digital files.  We rely on the metadata 
now and in the future to help us keep those promises.  While 
working within our project's software or browsing the Profiles in 
Science Web site, the metadata are as visible as the digital items, 
so the promises associated with individual items are hard to ignore.  
But when the metadata and digital items become separated, as they 
could when provided to researchers and collaborators out of 
context, the fact that promises have been made is lost. 

There are tradeoffs associated with either storing metadata 
externally or embedding them within items.  An RLG survey 
suggests that, in the case of technical metadata, users are divided 
about whether it is best to embed the metadata, keep them external, 
or do both: embed the metadata in the associated digital files and 
keep an external copy of the metadata [13].  These three 
possibilities and their advantages and disadvantages apply to the 
situation with our rights metadata.   

Table 2:  Advantages and disadvantages of embedding metadata 
in digital items 

Method Advantages Disadvantages 
Embedded 
metadata 

Metadata and item 
are a single 
package 

Migration to other 
file formats may 
exclude the 
metadata 

External 
metadata 

Metadata is readily 
available for 
computation and 
updates 

Metadata and item 
may become 
separated 

Embedded 
+ external 
metadata 

Reduces risk of 
separation of 
metadata from 
item, and retains 
ability to perform 
computations 

Synchronization 
issues between the 
embedded and 
external metadata 

 
Another challenge regarding our rights metadata (as well as 

other types of administrative and descriptive metadata) is that the 
metadata are occasionally subject to change.  Although the digital 
items in our repository do not change over time, sometimes we 
discover new information about them.  For example, copyright 
ownership may be transferred from one individual or organization 
to another.  Or the identity or whereabouts of a previously 
unknown photographer may become known.  Changing metadata 
is one of the reasons we choose to keep our metadata external to 
our digital items.  This also means that when we provide our 
collaborators copies of the metadata associated with the digital 
images, we make sure to note that the metadata are current only as 
of the date we provide them. 

Protecting our collaborators 
Several times we have been asked to provide copies of the 

Profiles in Science digital items to different groups for different 
purposes.  So far, we have used two different methods for doing 
so, based on the needs of the group.  In order to protect our 
collaborators and ourselves, we either make the copyright status of 
the digitized items very prominent, or we share only public 
domain items. 

Case 1: collaborating with researchers 
Collaborating researchers have asked us to provide copies of 

the Profiles in Science master digital files (mostly TIFF files) for 
their experimentation.  Only the files, not the metadata, were of 
interest to them.  Without the metadata, the researcher might not 
be aware that copyright issues were associated with the files they 
were using.  This could lead to the researcher inadvertently 
violating copyright by republishing protected images in a paper or 
on a Web site, or distributing them as part of a test set.  In order to 
enable researchers to use the images, and avoid putting our 
collaborators at unnecessary risk, we exclude copyrighted items 
and provide only public domain items for research and 
experimentation (see Figure 1). 

 

Figure 1. Researcher subset contains only public domain items 

Case 2: collaborating with institutions 
On a few occasions collaborating institutions have loaned us 

items for inclusion on Profiles in Science and asked us to provide 
them copies of the digital reproductions and metadata we create 
for Profiles in Science.  In all cases, this arrangement was known 
before digitization or copyright research commenced, so 
permissions were secured on behalf of Profiles in Science as well 
as our collaborating institution.  We knew that the person receiving 
the digitized files and metadata understood copyright law as well 
as the rights issues associated with the individual items in their 
collection.  However, in the future, the disks could be passed along 
to students, volunteers, Web masters, information technology staff, 
or other collaborating researchers who might not be so familiar 
with copyright issues and might unwittingly violate them.  In our 
attempt to protect all stakeholders, we sought a solution that would 
prominently display, like a warning label, the copyright status of 
the items so that this information could not be easily missed by 
anyone handling the disks we provided.  Currently our "warning 
label" solution is to segregate the files into separate directories 
(folders) named according to the permission status of the items in 
that directory.  A person accessing our disks of files and metadata 
must traverse this short list of directory names in order to reach the 
digitized files.  Hopefully this provides sufficient information "at a 



 

 

glance" to alert the user that the digital items on the disk should 
not be freely reproduced or distributed.  The user also sees 
immediately which items are in the public domain and freely 
available for use.  For files of interest that are not in the public 
domain, more detailed copyright information is available in the 
metadata records corresponding to those files.  Figure 2 shows 
sample directory names corresponding to the categories listed in 
Table 1.  If files are digitized that are not to be made available to 
the public under any circumstances, they could be further 
segregated by storing them on a different disk from public items. 

 
Figure 2. Directory names can increase visibility of basic copyright 
information 

Summary 
It is impossible to guarantee that others will keep the 

promises we have made, but it is possible to take actions to 
increase the chances that they will.  Keeping the promises 
underlying our digital assets seems a minimum requirement for 
their long term survival.  A key factor in keeping our promises is 
ensuring that metadata remain associated with their corresponding 
digital items.  Although we consider all of our metadata important 
and useful, there could be a greater cost for overlooking our rights 
metadata than other types of metadata.  We have considered our 
own project's needs and found that, so far, rights metadata are the 
only category of metadata that warrant "warning label" status.  
That is, in order to keep our promises, rights metadata need to be 
highlighted whenever we share our digital items.  Not keeping 
these promises could endanger our project's ability to secure 
permission from copyright holders in the future, and could damage 
the reputations of our institution and collaborating institutions.  
Others may find that other types of metadata need to be 
highlighted in order to keep their promises.   

We considered the advantages and disadvantages of 
embedding metadata in digital items vs. storing metadata 
externally.  For now, we will continue to store our metadata 
separately from their digital items.  We will need to continue to 
find methods for keeping the metadata and digital items from 
becoming separated permanently. 

We outlined two relatively inexpensive technical solutions 
that we have implemented to tide us over until permanent 
comprehensive solutions are developed.  One solution is to avoid 
risk by providing only public domain images in cases where rights 
issues are likely to be ignored or forgotten.  The other solution 
requires the user to navigate through a very simple form of our 
rights metadata before he or she reaches the digital items.  
Although our solutions cannot guarantee that our promises will be 

honored, they may raise awareness of the fact that promises exist, 
and may increase the chances that these promises will not be 
ignored. 
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